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Built by a Proven Enterprise Security Team

Security and Governance Solutions



The New Landscape of AI Challenges

Business Impact

Security & 
Operational

Data 
Privacy 

Behaviour & 
Adoption

Higher Lower

Visibility and Control 

• High-privilege 
agents access 
critical systems

• Mistakes or 
attacks can cause 
harm

AI Usage 
Costs 

• Sensitive data 
may be exposed

• Shadow AI 
operates unseen

• AI costs can rise 
quickly

• Usage is hard to 
control

• Detect risky AI 
behavior

• Guide users in real 
time

• Measure adoption 
and ROI



P L A T F O R M  A T  A  G L A N C E

Three Suites — One Platform

AI SECURITY SUITE

• Real-time prompt, data & 
agent protection

• Discover & control AI 
agents, tools and intent

• Manage providers, models, 
cost & usage

• Validate models before use

AI BEHAVIOR SUITE

• Security awareness with 
personalized, in-context 
training 

• Risky behavior detection

•  ROI measurement based 
on usage

Improve human  usage

PRIVATE AI SUITE

• Sovereign AI — on-prem, 
air-gapped or VPC

• Agent Studio — build 
agents & workflows

• Knowledge chatbot 
grounded in your data

• Data analysis, smart 
search & more

Modular — start with one suite, expand as your AI program matures.

Secure Agents & prompt On-prem AI services



H O W  I T  W O R K S

Every AI Interaction, Governed
W H A T  W E  S E E

Employee Prompts
Browsers & chat services

AI Agents
Coding, SaaS & local apps

Discover
Shadow AI & agent detection

Enforce
Real-time guardrails on prompts, 
data, usage & tools

I N T E R C E P T I O N  P O I N T S

Guardian Agent

Proxy Browser extension

AI gateway MCP gateway

End-point agent defender

Data classification engine

W H A T  Y O U  G E T

Full visibility of AI usage & 
risk

Data leakage prevented 
in real time

Agents controlled — tools 
& intent

Audit trail for every 
interaction

Safer users, higher 
adoption



Guardian AgentAI Security Suite

Discover, Evaluate, Control, and Secure AI Agents used in the enterprise.
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AI Security Suite 
Guardian Agent Prompt Guardian Model Guardian 

AI Gateway



Guardian Agent – 360 control AI Security Suite

Tools – Models – Consumption - Identity

Prompt - Data



AI Security Suite overview
AI Security Suite



Prompt GuardianAI Security Suite



Prompt Guardian & Shadow AI  – Topology 
AI Security Suite

No Existing Proxy



Prompt Guardian & Shadow AI  – Topology 
AI Security Suite

With Existing Proxy



Prompt Guardian & Shadow AI  – Topology 
AI Security Suite

Merging with existing PAC file



Prompt Guardian & Shadow AI  – Topology 
AI Security Suite

With Existing Proxy- Proxy chaining
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https://gamma.app/?utm_source=made-with-gamma


Guardian Agent Policy Engine
AI Security Suite



Guardian Agent - SaaS Agent
AI Security Suite



End Point Defender

For controlling 
Third party agents 

Components 
installed on the 

end point 

Available as Plugin 
for some agents

Rout prompt to AI 
Gateway

Control activities 
based on AI Agent 

Policy engine

Can control any 
tool (non MCP)  

AI Security Suite

• GitHub copilot
• Cursor
• Codex
• Antigravity
• Claude Code
• Open Claw
• OpenCode

Supported agents

IDE Extensions
Native IDE
CLI
Web



AI Security Suite

AI Gateway
Control and track AI consumption



AI Security Suite

Central Model Management

AI Gateway

Providers and model catalogue supporting all authentication 
standards

Providers and model catalogue supporting all 
authentication standards Model Fallback Policy

Control agent model choice using the Model 
Policy engine

Central MCP and tool management



AI Security Suite

Cost & Usage Management

AI Gateway

Enhanced cost reporting by agent, user, 
model, provider, etc.

Intelligent model routing to optimize 
cost and performance

Usage control by cost, tokens, or requests Multi-level notifications for usage and 
quota thresholds

Prompt caching for cost savings
Usage Limit handling –
block, throttle, Notify



AI Security Suite

Security & Governance

AI Gateway

Prompt guardrails 
Data privacy, prompt injection protection Agent Tools and intent Control

Auditing of AI Gateway policy 
enforcement

Full auditing of agent activities- Tools and 
prompts ,chain of thoughts

API key management 
• Gateway virtual keys
• Non-human identity keys
• Personal user override options



Guardian Agent – Third Party Agents
AI Security Suite



Guardian Agent – Home grown
AI Security Suite



AI Security Suite Security Suite components scope

• Proxy/Browser extension- capturing traffic of public AI 
usage/chats/agents

• MCP Gateway- securing applications from Agents (local or cloud)

• AI Gateway- Controlling AI usage from internal applications/agents

• Prompt Guardian- Secure prompt don’t have sensitive data and protects 
jail breaking (any prompt – internal or public)

• Endpoint Defender- Control any local agent like coding agents or other . 
It controls the tools used and sends the prompt to the AI Gateway.

• Shadow AI detector – service that inspects network traffic to pick up any 
AI usage – both chats and agents



Model Guardian 
Evaluate and secure AI models used in the enterprise.

AI Security Suite



Model Guardian 
Evaluate and secure AI models used in the enterprise.

AI Security Suite

Evaluate and secure AI models used in the enterprise.

• Verified Org Check

• Hash match & GPG Check

• Maturity & Popularity 
Metrics

• Unsafe Files Detection

• File Formats Filtering

• Jailbreak

• Hallucination

• Prompt Injection

• Sensitive Information 
Disclosure

• System Prompt Leakage

• License Validation

• Vendor Compliance - 
Deep Research

Provenance & 
Identity

Compliance & 
Legal

Static 
Analysis

Red Teaming

The 4 Pillars of Model Scanning



Security Suite Deployments
AI Security Suite

On-Prem Hybrid SaaS
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AI Behavior Suite
Security Awareness Adoption Intelligence



Behavior Intelligence
Security awareness and measuring AI adoption — visibility into both human and agent behavior across your organization.

Detect Risky Behavior
Analyze interactions to surface unsafe AI usage — sensitive data sharing, 
risky prompts, or unsafe agent actions.

Measure AI Adoption
Identify which teams and use cases generate real value and where 
adoption can be improved.

In-Context Training
When risky behavior occurs, provide immediate guidance to improve 
security posture in the moment.

Understand Real AI Usage
Full visibility into how employees and AI agents use tools, prompts, 
and integrations.

Security 
Awareness

AI 
Adoption 

Strengthen security 
behaviour with risk 

intelligence and in-context 
training 

Improve productivity with 
real usage ROI 
measurement 

AI Behavior Intelligence Suite



Security Awareness 
See every AI interaction — who, what, when, and how risky.

Human Risk

Identify and assess risky employee 
interactions with AI chat services and 
agents in real time.

AI Agent Risk

Detect, monitor, and control what AI 
agents can access and execute across 
your environment.

In-Context Training

Real-time, in-context security 
awareness guidance delivered at the 
moment risky behavior occurs.

AI Behavior Intelligence Suite



Enterprise Adoption Dashboards

Track AI adoption across teams with 
role-based visibility and trend analysis.

AI Usage & Intent

Understand how AI is used, why, and 
where it drives measurable value.

AI Service Visibility

See which AI tools are used across the 
organization and how frequently.

Benchmarking & Enablement
Identify top performers & guide 
underperforming teams to improve AI 
usage ROI.

AI Adoption Intelligence 
See every AI interaction — who, what, when, and how risky.

AI Behavior Intelligence Suite



In-Context Training- Security Awareness & Adoption

Improve employee AI awareness at the moment risky behavior occurs — not 
weeks later in a classroom.

1 — Detect
Risky activity identified in real-time by user or agent behavior analysis.

2 — Prevent
Block the operation and immediately alert the user before harm occurs.

3 — Guide
In-context tips and safe practice suggestions delivered in the flow of work.

4 — Train
Video, podcast, or course delivered in-flow to reinforce safe AI behavior.

Employees learn safer AI practices while they work — continuously 
reducing AI-related security risks over time.

AI Behavior Intelligence Suite
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Private AI Suite
Knowledge Chatbot Data Analysis

Smart Search More +



Pragatix Private AI Suite
Combine modular building blocks to fit your AI needs — immediate deployment at scale while 
ensuring governance and visibility.

Flexible Deployment

On-premise, air-gapped, 
and cloud VPC

Company Data Grounding

AI responses anchored to your 
proprietary data with synchronized 
permission controls.

Enterprise-ready

Architected for large-scale enterprise, 
Plug and play. No code/ Low-code

Private AI Suite

ZERO DATA EXPOSURE

Security & Governance First

Every module is designed 
with compliance and risk 
management built in.

Private AI with full data 
control and zero 
external exposure

Full Sovereign AI



Pragatix Private Agent SuitePrivate AI Suite

B U I L D

Agent Builder
Build autonomous AI agents

Agent Workflow
Design business processes visually

S E C U R E  &  G O V E R N

Prompt Guardrails AI Gateway Tools & Intent Control MCP Gateway Agent Defender



Pragatix Private Agent StudioPrivate AI Suite

Agent Builder - Build autonomous AI agents

Choose LLMs 

Connect enterprise tools - MCP, API, Search, DB

Memory – Context, history, personal 

Configure prompts and reasoning

Enterprise knowledge grounding

Enable conversational assistants



Pragatix Private Agent StudioPrivate AI Suite

Agent Workflow - Design business processes visually – No code / Low code

Orchestrate - Events, Schedule, Human approval, Autonomous 

Control flow - Conditions, Loops, Parallel, Branching

AI Nodes – LLM, Prompts, Classification, Summarization

Integration nodes - APIs, File processing, DB

Monitoring and debugging



LLM Model Model Host

Llama AI21

AI21

Deep
Seek

Mistral 

AWS 
Bedrock 

OpenAI

On prem

Gemma

GPT-OSS Private 
cloud

Fireworks 

Pragatix Private AI Suite — Core Modules

Private AI Suite

Google
Vertex



Knowledge Assistant
Generate answers from connected sources with permissions.

Data Analysis
Analyze Excel and database data with natural language.

Smart Search
Find content by intent and context, not keywords.

AI Agents
Plan and perform tasks using Python and MCP.

Log Analysis
Ingest, classify and visualize logs with anomaly detection.

Data Extraction
Extract information from unstructured documents for IDP.

Document Translation
Translate while preserving original layout and formatting.

Anomaly Detection
Identify anomalies in data and logs.

Pragatix Private AI Suite — Core Modules

Private AI Suite

Workflow Builder
Build no-code workflows calling AI services.

AI Code Assistant
Code completion, error detection, and code generation.



W H Y  P R A G A T I X

What Makes Us Different

True AI sovereignty
Full private AI — Build for on-prem or air-gapped. 
Designed for regulated industries where data cannot 
leave.

All-in-one AI Platform One platform covering users, agents, models, data, AI 
gateways, MCP tools, endpoints and private AI services.

Built for AI from the ground up
Designed specifically for AI security, governance and 
enablement—not adapted from a traditional API or 
cybersecurity platform.



W H O  W E  S E R V E

Built for Regulated, Security-First Enterprises

Financial Services

Data privacy, auditability, 
and control over every AI 

interaction.

Government & 
Public Sector

Sovereign, air-gapped AI 
with full national data 

control.

Healthcare & 
Pharma

Protect PHI while enabling 
safe clinical and research 

AI use.

Critical Industry & 
Defense

Agent control and zero-
exposure AI for sensitive 

environments.

Deployment that fits your needs:  SaaS  ·  Hybrid  ·  On-Prem  ·  Air-Gapped — 
the same platform, wherever compliance requires it to run.



Let's Secure Your AI Journey
Suggested next step: Assess your AI environment, risks, and priorities. 

Discovery Meeting
Tailored Pragatix discovery 

session

Technical deep-dive
Architecture session with your 

team

Scope a POC
Your use case, clear success 

criteria

agatsoftware.com
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