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The New Landscape of Al Challenges
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Al Security Suite

Guardian Agent | | Prompt Guardian| | Model Guardian

Al Gateway




Al Security Suite

Al Agent — 360 control
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Al Security Suite

Al Security Suite overview
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Al Security Suite

Prompt Guardian
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Al Security Suite

Guardian Agent

Discover, Evaluate, Control, and Secure Al Agents used in the enterprise.
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Database and Backups in 9 Seconds

PocketOS founder says Cursor Al agent deleted its production database in 9
seconds after misusing a root API token, exposing major Railway security flaws.

0 2Y DEEBA AHMED

On 24 April 2026, a disaster hit PocketOS, a Vertical SaaS provider providing the core
operational infrastructure for car rental companies. In just nine seconds, a single
command from an Al agent deleted the company’s entire production database along with
its volume-level backups.

Jer Crane, the founder of PocketOS, reported that the crisis started while using an Al
coding agent called Cursor, running on Anthropic's flagship Claude Opus 4.6 model. The
agent was performing a routine task in a staging environment (private area used to test
code) when it hit a credential mismatch, and instead of stopping, the agent searched
through unrelated files and found a root-level API token.
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Al Security Suite

Guardian Agent Policy Engine

© Al Agent Policy Engine

Govern Al operations with precision
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Guardian Agent - SaaS Agent

SaaS Agents
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Al Security Suite

End Point Defender
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Al Security Suite
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Al Security Suite

Al Gateway

Cost & Usage Management
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Al Security Suite

Al Gateway

Security & Governance
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Al Security Suite

Guardian Agent — Third Party Agents
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Al Security Suite

Guardian Agent — Home grown

Home grown Agents
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e Security Suite components scope ®

* Proxy/Browser extension- capturing traffic of public Al
usage/chats/agents

* MCP Gateway- securing applications from Agents (local or cloud)
» Al Gateway- Controlling Al usage from internal applications/agents

* Prompt Guardian- Secure prompt don’t have sensitive data and protects
jail breaking (any prompt — internal or public)

* Endpoint Defender- Control any local agent like coding agents or other .
It controls the tools used and sends the prompt to the Al Gateway.

* Shadow Al detector — service that inspects network traffic to pick up any
Al usage — both chats and agents



Model Guardian

Evaluate and secure Al models used in the enterprise.

Al Security Suite
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Model Guardian @

Evaluate and secure Al models used in the enterprise.

Al Security Suite

Evaluate and secure Al models used in the enterprise.

The 4 Pillars of Model Scanning
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Al Security Suite
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Al Behavior Suite

Security Awareness Adoption Intelligence




Behavior Intelligence

®

Security awareness and measuring Al adoption — visibility into both human and agent behavior across your organization.

Security Al
Awareness Adoption
Strengthen security Improve productivity with
behaviour with risk real usage RO
intelligence and in-context measurement

. training ' . '

Detect Risky Behavior

Analyze interactions to surface unsafe Al usage — sensitive data sharing,
risky prompts, or unsafe agent actions.

Measure Al Adoption

Identify which teams and use cases generate real value and where
adoption can be improved.

In-Context Training

When risky behavior occurs, provide immediate guidance to improve
security posture in the moment.

Understand Real Al Usage

Full visibility into how employees and Al agents use tools, prompts,
and integrations.




 Aaervorlgencesute
Security Awareness

See every Al interaction — who, what, when, and how risky.

Human Risk

Identify and assess risky employee
interactions with Al chat services and
agents in real time.

Al Agent Risk

Detect, monitor, and control what Al
agents can access and execute across
your environment.

In-Context Training

Real-time, in-context security
awareness guidance delivered at the
moment risky behavior occurs.

Security Incidents by Risk Category
See which security use cases pose the highest risk
s
sharing Meaical nfo (+ieas) |
Sharing Firancial nio [N
using Gmail Connector [N

Sharing Pil (Personal Info) l

0 10
Risk Incigents

Security Risk Trend

Track risky Al usage patterns over time

)
/
\

®

Security Awareness Score # In-context Training

- ®0-33% Low

® 34-66% Medium
@ 67-100% High

H’\-RMM * Highast Risk _bvvm.u

Risk Incisons
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Al Behaviour Intelligence Report

— Al Behaviour Intelligence Report

Dear Grace,

Below is your Al Behaviour Intelligence report.

Al Adoption Intelligence

See every Al interaction — who, what, when, and how risky. se Gase A EEDLT

Improving Text 9 9
CRM Management 3 2
Enterprise Adoption Dashboards el e e ’ ’

Users with Growth Opportunity Total Time Saved

Track Al adoption across teams with - 224h e coatton
role-based V|S|b|||ty and trend an a|y5|s_ R R YT (Compony-wicke Al Froducet A DI A DS S A S A e

0 of 0 total users Last 30 days: 2282 ~ Sales Presentations

Consider using Al for the following use cases:

say High-value use case (Value Score: 2) - Your team averages 2 questions in this category

- View Details — 2 = last 30 days v previ SgLegalaavice View All
Al U Sa g e & | nte nt ! High-value use case (Value Score: 1) - Your team averages 1 question in this category
Un dersta nd how AI is us ed, Why' a nd e S e :WVLMS o Jimim " Here are some use cases used in the Sales group: G
where it drives measurable value. 1541 15 32 e N

Al Service Visibility Performance Overview

See which Al tools are used across the Compony Adopilon Scors Adopsion Trend Eogm by Departmens

Overall Al adoption across the organization 6-month Al adoption score progression Average Al usage score across departments

organization and how frequently.
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Benchmarking & Enablement 20 \/\/

Identify top performers & guide 0% e

. H Adoption Rate o
underperforming teams to improve Al “ ) —
N Nawm" et 10 e Ab o \t\aﬂqruﬂ. u\aﬂ}'WI

i1 - Mt 7 .
us age RO I 5 0-33% 34-66% 67-100% Ll i W L)

Low Medium High

..
Management Org




pre—— ®

In-Context Training- Security Awareness & Adoption

Help me write a polite response 10 a customer requesting a refund. The )
payment was made with a credit card ending in 4421, and | want to O
reassure them we are reviewing the request.

@ Behavior Notification

Improve employee Al awareness at the moment risky behavior occurs — not
weeks later in a classroom.

Security Alert
Your proengt was blocked due 10 a violation of “Sharing Financial
informaton, @ 1 - Detect
Secure Al Usage Guidance Risky activity identified in real-time by user or agent behavior analysis.
Here are relevant trainngs to learn more about the sk
2 — Prevent

U Block the operation and immediately alert the user before harm occurs.

Privacy and Customer Data Protection @ 3 - GUIde
This lessan explores the Sfesences Between In-context tips and safe practice suggestions delivered in the flow of work.
security and privacy. focusing on the types of dats
that must be protected, such o Personally
IdentHable Information (P1l) and Perso o
B R g 4 — Train
@ 10mn Video, podcast, or course delivered in-flow to reinforce safe Al behavior.
# 0O Employees learn safer Al practices while they work — continuously

reducing Al-related security risks over time.
Next > (® Don't Show Again Notisication 3 of 3




Private Al Suite

Knowledge Chatbot Data Analysis

Smart Search More +
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Pragatix Private Al Suite

Combine modular building blocks to fit your Al needs — immediate deployment at scale while

ensuring governance and visibility. o@
—O
Knowfe?ige Data
a Assistant Analysi
Flexible Deployment Security & Governance First Full Sovereign Al &'E;EQ p e E'@
ata
On-premise, air-gapped, Every module is designed Private Al with full data Extraction Smart
and cloud VPC with compliance and risk control and zero . Search
management built in. external exposure % - .
Data - N (E=p
Classification A = « Al Agent
Company Data Grounding Enterprise-ready & <]
Al responses anchored to your Architected for large-scale enterprise, AI 4/ ‘e _ Al Code
proprietary data with synchronized Plug and play. No code/ Low-code D;:';TO‘; SU\ Asssistant

permission controls.
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Log =/ Workflow

Analysis  pocument  Builder
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L Pragatix Private Agent Studio

Agent Builder

Build autonomous Al agents

EDS Agent Workflow

Design business processes visually

/
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Security — [ Prompt Guardrails ] [ Tools & Intent Control ]

Interceptions —— [AI Gateway]

{ MCP Gateway ]

[ Agent Defender ]




@ F=EE» Pragatix Private Agent Studio

Agent Builder - Build autonomous Al agents

Choose LLMs

|1.2] Connect enterprise tools - MCP, API, Search, DB

[F=

Memory — Context, history, personal

() Configure prompts and reasoning

Enterprise knowledge grounding

Enable conversational assistants




@ F=EE» Pragatix Private Agent Studio @

Agent Workflow - Design business processes visually — No code / Low code

% Orchestrate - Events, Schedule, Human approval, Autonomous

“ska Control flow - Conditions, Loops, Parallel, Branching

-::- Al Nodes — LLM, Prompts, Classification, Summarization
g}@ Integration nodes - APIs, File processing, DB

p Monitoring and debugging




Pragatix Private Al Suite — Core Modules

4 Y ( A : 1 ( aws )
Fireworks AWS
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Private Al Suite @

Pragatix Private Al Suite — Core Modules

@ Knowledge Assistant Log Analysis

Generate answers from connected sources with permissions. Ingest, classify and visualize logs with anomaly detection.
o] Data Analysis [F] Data Extraction

Analyze Excel and database data with natural language. Extract information from unstructured documents for IDP.
Q_ Smart Search Document Translation

Find content by intent and context, not keywords. Translate while preserving original layout and formatting.
Al Agents Anomaly Detection

Plan and perform tasks using Python and MCP. Identify anomalies in data and logs.
2 Al Code Assistant Workflow Builder

Code completion, error detection, and code generation. Build no-code workflows calling Al services.



Thank You

Ready to start your Al Business Journey?
Visit Us at AGATSoftware.com
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