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SkypeShield Deployment Questionnaire 
Thank you for deciding to evaluate SkypeShield.
Please fill out the questionnaire below inline and send it to us by email, so we can understand your needs and provide the most efficient support for you.
SkypeShield deployment questionnaire 

General
Company name:
Answer
Customer main web site:
Answer
Technical focal point details:
Name

Email

Phone number
Deployment
Please supply a diagram of the current and/or planned Lync deployment:

Is SfB available to external/Mobile users in your environment? 
Answer
How many SfB Front End Pools do you plan to deploy/you’ve deployed in your environment?
Answer
 How many SfB Front End servers do you plan to deploy/you’ve deployed in your environment?
Answer
 How many SfB Edge Pools do you plan to deploy/you’ve deployed in your environment?
Answer
 How many SfB Edge servers do you plan to deploy/you’ve deployed in your environment?
Answer
How many users do you currently have / plan on having using Skype For Business?
Answer
Do you have multiple SfB sites? If so, are the sites completely separate or do they support fail over of users from one site to another?
Answer
Do you have disaster recovery site(s)?


Description
Are you planning to use a resource forest deployment?


Answer
Do your users use smart cards to log into Windows?


Description
Do you use Office Web App (OOS / WAP) with SfB ?


Description
Are you using SfB online (office 365)?


Description


Are you using Exchange 365?


Description
Are you using federation?

 
Description
Are you externally publishing Exchange EWS for any reason other than access by SfB clients (e.g. OWA)?

 
Answer
Do you have MDM installed on your devices and if so from which vendor? (MobileIron, AirWatch, Good …)


Answer
What types of mobile devices are in use by your users (IOS/Android)
Answer
 Do you have a generic Reverse Proxy solution (F5, KEMP…)? If so, which vendor?


Answer


Requirements 
Please select the modules which are needed to meet your requirements 
Account lockout protection (DDoS)
Do you want to activate soft lockout in the DMZ of the account to prevent domain account from being locked?
Answer
Device registration / TFA
Which device types will be allowed external access?
☐	Mobile clients:
Description
☐	Desktop clients:
Description

How would you like your users to register their mobile/external desktop devices? Choose one or specify your ideal registration flow. 



[bookmark: _GoBack]MDM Conditional Access
If so which is your preferred method of MDM binding:







Ethical wall
Would you like to apply policy rules for controlling communication?
Answer
Which scope of communication will be controlled?
☐Internal (between different users\groups\SIP domains within your company)
☐External (Federated users – Users whom are not part of your company)
Description
Which type of modalities would you block?
	☐Chat
	☐Presence
	☐File Transfer

	☐Audio Call
	☐Conference
	☐Desktop sharing

	☐Video Call
	☐Contact card
	☐Program sharing


Please specify typical / major rules you expect to deploy
Insert here an example for a rule (for Ex. Prevent company employees from talking to the finance department)
DLP requirements 
Do you require DLP inspection for Skype for Business traffic?


Description
Are you planning to use SkypeShield’s built-in DLP engine?


Description
Are you currently using a DLP solution and if so from which vendor?


Answer

Disclaimers
Do you require to show disclaimers in the initiation of interaction with personnel in your company? If so, would you need them to apply to Company Users (employees), Federated Users or both? 


Answer
eDiscovery
Do you require eDiscovery capabilities? eDiscovery - Skype for Business data governance as per GDPR regulations with advanced search capabilities that allows the export or remove of conversations and the messages and files from Skype for Business archives.


Skype Intrusion Prevention System - Application firewall
Is your security team concerned about anonymous requests accessing your network? Would you want to activate DMZ sanitization of requests?


Answer
Would you like to verify meeting ID in the DMZ?


Description
Active Directory credentials protection – SkypeShield custom credentials
Do you require that your company users connect externally without entering their AD credentials (To use SfB  dedicated app credentials instead of AD credentials)?


Description


Other
What other security issues would you like SkypeShield to solve for you?
Answer
POC time line	
What is the timeline expected for the POC?  Are there any hard deadlines to meet?
Answer



Thank you!
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